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ABSTRACT

Persuasion profiling, deceptive charts, false experts, addic-
tive mechanics, fear-inducing and emotional narratives, the
average internet user is constantly bombarded with content
sometimes created to persuade, manipulate or exploit our
minds that are still in the process of adapting to our ever-
advancing technological environment. This pictorial presents
the design process of creating an artifact that aims to protect
users against online manipulation. Principles of evolutionary
psychology, user experience design and gamification were
used as foundations for the creation of the final artifact.

The design methodology and steps for the creation of the
final prototype are discussed along with a reflection about
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the challenges faced during the design process from user
research to the creation of an interactive prototype.
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INTRODUCTION

Our human minds have adapted to their surrounding envi-
ronment over thousands of years, and created mental short-
cuts (fast-thinking) to help our brains process information
more efficiently. Although fast-thinking is useful to conserve
energy and serves for rule-of-thumb logic, it often results in
thinking errors and bias [16].

The mental heuristics that humans inherited as result of evo-
lutionary developments, can today be exploited by technol-
ogy due to an evolutionary mismatch [12]. Evolution is not
a quick process, and thousands of years may be required for
humans to create evolutionary adaptations to a new environ-
ment. With the advent of the internet and modern commu-
nication, the evolution of the informational landscape has
outpaced our ability to adapt to a new environment. Dr. E.O.
Wilson said: “The real problem of humanity is the follow-
ing: we have paleolithic emotions, medieval institutions; and
god-like technology” [19].
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LITERATURE REVIEW

Technology is not the only thing that can exploit our primi-
tive brain mechanics. Long before the internet, Aristotle de-
fined the three forms of persuasion: Ethos, Pathos and Logos.
According to Aristotle, a combination of those forms will
result in more persuasive rhetoric to an audience [15]. Ethos
and pathos rely on system 1 thinking: shortcuts our brain
will use to quickly decide what is true or not. While Logos

Rethoric

Aristotle’s modes of persuasion

Fast-thinking

Ethos

Credibility and trust

Pathos

Emotional persuasion

Logos
Appeal to rational thinking

will appeal to our rational brain system 2: “slow-thinking”.
Certain professionals thrive on principles of persuasion and
influencing others by using mechanisms that are hardwired
in our brains [2]. Dr. Robert Cialdini’s tried to answer the
question “Why do we comply?” by conducting several expe-
riements which resulted on the discovery of the 7 principles
of persuasion [6]. Humans are incredibly susceptible to those
principles throughout cultures worldwide, and those prin-

Influence

Cialdini’s principles of influence

Fast-thinking

Authority

We trust in authority figures

Social Proof
We are persuaded by the actions of others

Reciprocity
We like to reciprocate actions

Commitment & Consistency
We feel the need to be consistent
Liking

We say yes because we like the person

Scarcity
We are afraid to miss opportunities
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Unity

We have in-group biases

ciples can be found in advertisement, sales and listings both
online and offline. Those bugs in thinking are also known as
cognitive biases, and they are fast-thinking heuristics that
we use in four types of situations: when we have too much
information to deal with, when we don’t have enough time
to think, when we lack meaning, and when we lack memory
[4]. Those errors in thinking shape the way we make deci-
sions and behave in society.

Behaviour, Memory, Decision-Making and Judgment

Cognitive Biases

Fast-thinking

Confirmation Bias
We favour information that confirms
pre-existing beliefs

Negativity Bias
We are more affected by negative things than
positive things

What You See is All There Is

We have a tendency to overestimate the
spectrum of information we see.

Bandwagon Effect
We believe in something based on the
number of people sharing the same belief

Framing Effect

We react to things differently based on
how is presented to them

False Consensus
We overestimate how many others agree
with us



EMPATHIZE

As the first part of the Design Thinking methodology
adopted in this project, the empathize phase was the start-
ing point to connect with users and learn more about their
problems, goals and opinions about online manipulation and
persuasion. During this phase a survey was conducted along
with the creation of scenarios, an empathy map and a user
persona.

Survey

An online survey that received 70 valid responses was con-
ducted using Microsoft Forms. The learnings from this sur-
vey suggest that social media is a focus area for manipula-
tion and is where most people spend their time online. It also
suggested negative feelings towards online manipulation.

73%

Ranked social media as first or
second online time-consumer

4outb

Feel fortable with per
technology shaping their behaviour

When asked to rank how people spend their
non-work-related time online, social media
was ranked as first or second for most
participants.

Very High
27% Mo
12.3%

High
233%

Low
27.4%

Moderate
342%

When asked how comfortable are people
with persuasive technology that shapes
behaviour, 84% answered they are
uncomfortable.

39.7% said online manipulation had either
low or no effect on their behaviour.

Even though people perceive online
manipulation as not affecting them, 91%
responded later in the survey that they used
social media to relief boredom and 69%
reported losing track of time when using
social media.

Most used social media apps (ascending order)
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User Persona

The data acquired through the survey helped create this
persona, which is meant to represent the average internet
user who spends most of their entertainment time on social
media.

Jessica Mallow

Age Languages Education
26 English Bachelor’s Degree
Bio Goals

lessica is a recent graduate in
Biomedicine, Sh avy and
likes to check the news and chat with
friends on social media during short
breaks at work and also after she
gets home.

Savy

* Consumo high-quality content
Frustrations

Frequently used

Bo0Y

Tech
Main Influences SocislModia @ @ @ Goming ®
Celebrities, Ads, Peers, Authorities Bewsing @ @ € Shopping O @

Empathy Map
Jessica’s empathy map demonstrates what she says, thinks
does and feels.

Says Thinks

“Remember yesterday I was telling Oh god! I've been scrolling for 40mins!

you about that new yoga place that
opened down the road? Now look
what appeared on my Instagram!” Winning the election will be easy,

nobody is voting for the other side...

= Leaves phone in another room to be
able to focus

» Rejects cookie pop-ups

= Have a discussion about politics
during family dinner.

Powerless and lacking control

Confused Angry Easily Distracted

Does Feels

Storyboards

As-is, and to-be storyboards were created to represent
current and desired states for Jessica’s interactions with

technology and social media.

AS-1S STORYBOARD

Hooked by Social Media at Work

g8 rersona
> =
- Jessica Mallow

DISTRACTED AT WORK
During work hours, Jessica gets a phone notification
and immediately reaches out to check what it is

LOST TRACK OF TIME
She opens the social media notification and stays there
scrolling for longer than she wanted

NEGATIVE BIAS/FILTER BUBBLE

IMPULSIVE BUYING

DINNER CONFLICT

While scrolling she finds a lot of
outrage content shared amongst
friends who share the same
opinions.

She continues scrolling to find that
only 3 shoes are left from a Sale at
ashop

During family dinner, she finds out
her son is on the other side of an
issue and a fight starts

TO-BE STORYBOARD

Human-centered interactions

bk

MESSAGES HUSBAND ON HER WAY HOME
During her commute home, Jessica decides to
message her husband about ordering take-out tonight

g8 persona
- x
“~ Jessica Mallow

CHECKS LATEST NEWS ON SOCIAL MEDIA
When checking the news, Jessica can see both sides of
a polarizing political discussion and checks for bias

AR T
ALL CAUGHT UP! DINNER WITH FAMILY
Affter catching up with the news, She gets home and has a lovely
she logs out and starts reading a dinner with her family

book

HELPFUL APP REMINDERS
The “Goals App™ reminds her to
drink water and the Yoga class in 1h



DEFINING THE PROBLEM

To define the problem it was important to delineate the difference between ethical persuasion and unethical manipu-
lation or coercion. Ethical persuasion are those instances where the brain heuristics are used for the benefit of the
user. On the other hand, unethical persuasion attempts to benefit primarily the actor, not the user [17].
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@ Congeats! You nccompished your weekly
W distance goal.

Extreme levels of fear or distress induced
to generate compliance

PayPal "

Falsely using persuasive
principles like scarcity,
authority or reciprocity
to trick users into an
action

Appeal to emotion being used to per-

: We need your help
suade smokers to stop smoking

Strava using principles of
consistency and sacial proof to
motivate physical activity

Ethical Unethical

Using profit-driven
habit-forming/addictive
mechanics on
unconsenting and
unaware users

§ DOG OWNERS
TONIGHT: 4 Is IT
Campaign using humour to persuade people not to I ou -

drink and drive 9 out of 10 dog owners
clean up after their dog
ware YOU the 10th?

Social proof being used to persuade dog
owners to pick after their dogs Non-consensual digital experiments
that induce bad feelings on purpose

Ethical Principles for Persuasive Design

Because persuasive design is based on human psychology, the
ethical principles from the American Psychological Association
were adopted to evaluate ethical persuasive design [2].

Principle A
Beneficence and Nonmaleficence

Principle B
Fidelity and Responsibility

Principle C
Integrity

Principle D
Justice

Principle E
Respect for People's Rights
and Dignity



How can technology persuade or manipulate?

The study of persuasive technology was coined as
Captology by BJ Fogg [9]. Due to the fast advancement
of technology, the vulnerabilities in our brains are now
exploitable not only on an individual level, but on a
much larger scale. There are significant advantages
machines have when persuading humans: they don’t
get tired, they can exponentially learn more about your
habits and behaviours, and they can be more persistent
and precise [10,11].

The technological ability to exploit our brains brought

a great opportunity for tech companies to commod-
itize human attention [13]. Facebook (Meta), Google
(Alphabet), Twitter, and other tech companies offer free
products to users in exchange for their time on the plat-
form. As a result, corporations had the incentive to copy
competitors and use every tool at their disposal to keep
users glued to their apps - what ex-Google’s Design
Ethicist Tristan Harris called “The race to the bottom of
the brain stem.” [18]. The results of this race can now be
perceived in the form of tech addiction, decreased atten-
tion spans and increasing polarization [14,3,5] . Social
media keeps users glued to the screen using habit-form-
ing mechanics like the Hook Model [9].

Trigger Action

o

Variable
Rewards

Investment




TikTok, like Facebook, also uses the Hook
Model. In addition, it also contains a precise
personalization algorithm that powers its
personalization engine providing bet-

ter variable rewards. Search engines like
Google, on the other hand, can use other

Competitor Analysis

o @) Hyper-personalization

Using deep-tracking, the algorithm
quickly learns content that keeps
users watching and interacting

@ Triggers
Push notifications brings users
back to the platform

© Action
The action of swiping up is effortless
and keep users going like a slot machine

@ Dark Patterns
Pressing back an your phone won't
close the app, instead, a new video will load

) Variable Rewards

The cycle of a never-ending stream of
content keeps users swiping to find
what content will come next

kinds of covert manipulation. According to
Dr. Robert Epstein, Google can change the
opinions of undecided voters from 50/50 to
90/10 in favor of a candidate using Search
Engine Manipulation Effect [7].

There are already some solutions aimed at protecting users against bias, manipulation,
addictive mechanics and attention hoarding. However, they only provide partial protec-
tion to manipulation, and use tactics that are unlikely to work on many platforms (like the

complete removal of timelines).

Competitor Analysis

Mews Feed Eradicator

All Sides

Ground News.

Stay Focused

Unhook

UnDistracted

Nudge

Algorithmic

Unethical

@ SEME

Search Engine Manipulation Effect (SEME)
can covertly manipulate den 'ng'-:‘phlp&
with Primacy and Recency order effects

© Confirmation Bias

Google searches are personalized based on

web activity, search history, clicks, and others

© WYSIATI Bias

“What you see is all there is” bias is what

makes poeople believe they have the full picture

1 Negativity Bias
Negative search results attract more
attentions and get more click rates

Addictive Attention Platform
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Jobs-To-Be-Done and How-Might-We
Because of the complexity of themes and causes of manipulation online, JTBD statements were created to help define
the specific user jobs. Those were then translated to HMW statements and potential solutions.

Brainstorming
Based on the JTBD and HMW answers, ideas that can potentially
support users were generated through brainstorming.

JTBD: When deing a tack, I
would like to keep focus co that I
can accomplich my goals

JTBD: When deafing with con-
troversial cubjects, T would fike
to undersiand opposing viewpoin-
ts co that I can form better opi-
nions and relatioships

JTBD: When ucing fechuslogy, I
would ke fo have clear bounda-
ries co that I can acomplich
what I need fo de

]TBD When confuming informa-
tion, I want te know abeul exis-
ting biases and manipulation so

that I can make befter decisionc

and have befter behavioure

JTBD: When using techuclogy, I
would like To profect my mental
health co that I can life a
hapier life

How might we profect vcers
against attention hoarding?

How might we help ucers

deal with increacing polari-
zation?

- Moximum ucage Fimas? [currgm’y implemen-

How might we help ucers cet { ted iv. China)

boundaries with fechnslogy?

How might we create a
more fransparent informa-

tional landccape for ucers?

How might we profect veer'
mental health when they
are vsing technology?

Trigger Controlc?

Define a purpose before using fehcuology?
Focur fime?

Meditation?

Expase veerc to opposing poinfs of view?
Promote open diccuscion?

Decreace amount of outrage expocure by

:fmm‘ug a different fimeline mechanic?

Break vnethical addictive cycles (infinite

timefine, variable rewards)

Forawarning?
Innocufation theory?
Teaching about methods?

Help ucers cee and corract their biasee?

Warnings for emstional manipulation?
Teach wers how to protect their privacy?
Bring focus to their own objectives?

Help users spot manipufation aftempts?

3 New Social
Media. APP
(Ethical)

Aht!-,bers‘uarian

coftware (add-on)

Persuacion

Inr,becfar (m{d -0h )

Detox Game

.PI’D:':
Full Controf over mechanics and content

Cmu‘:
Competition against edictive mechanice
Coctly to get vsers to migrafe

Pros:
Unfimited internet coverage

Cmu‘:
Doecu't teach vsere about persvacion
Doecn't encovrage mindful technology use

Pros:
Teaches ucers about persuacion
Works ac forewarning

COMJ‘:
No incentive to continving uging it

Pros:

Teaches ucere about persuacion
Worke ac forewarning
Percuasion vsed for qood
Unlimited intermet coverage

Con.r.-
Bigger commitment from user



Chosen Idea: Gamified experience

The gamified experience can work both as a platform for
learning about biases, but also for taking action against
manipulation and providing healthier features. Technically,
the app is an add-on to the browser (desktop) or WebApp
(mobile) that can add UI elements to pages. Users can earn
points (XP) whenever they choose to mitigate biases and

Anti-bias features Anti-persuasion features

Feed insights
Remove social proof mechanics + Bias Indicator
RISK OF BIAS
The information o your feed is Bely 1o be highly partisan and @ smven
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72% 3% 15%

@
Improve my Feed Dismiss
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o . . High s
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This content might be trying to
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s AT
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o ehack for other fherent poied of e,

Friction madal

FURSASON ATTOMPT

B Impulsive Purchases

product
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emotions o pressured yo buy. I this is yous frst time seeing thés product.
N COMERAT WG B iy Bafott PUchIEAG L

Go Back Procced 1o Website.

use technology mindfully. Players could also earn badges for
accomplishments protecting their minds from manipulation.
Players will receive forewarnings for unethical persuasive
content on the platform. Using a game can be a great way

to teach users ethical persuasion use and help them identify
unethical manipulation. In addition, the add-on layer can
remove elements and add friction to manipulative design.

Anti-manipulation features Gamification Features
Stats
Interuption of hook cycle
Yom S
Yo_u are all caught up! s —

Time reminder Challenges of the day

“You have been scrolling for 15 min...

Get a Break Dismiss (S— -
Badges
Newsteed manipulation (algorithamic)
P Chvonaogical Feed

Anti-censorship / confirmation-bias

Leaderboard
Comments Cpmbetssehoom | T Conomennt et Johnss
Hatthia lreland Fgmn
@ somaves s ple vou
P, @r... w30
L
Johnos
100N mbtand 16

Set o it Focuning 0
Srportane scomian

Wireframes

Because of scope and the fact that research pointed to
social media as a main source of manipulation, the wire-
frames will focus on the scenario of social media usage.
The f irst step of wireframing was to ideate potential
features of this app, and how will they work alongside
of popular social media sites.

Social Media App
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You got a new badge
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Mood board
This mood board compiles the typefaces, colours, styles and themes chosen for the creation of the hi-fidelity de-

signs of the game application.
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Hi-fidelity Designs

The name Paleo was chosen to reflect the main objective of the app
- help aid the relationship between technology and our “paleolithic
brains”. In that same tone, the color scheme was chosen to represent
nature, and the typeface resembles ancient scriptures.



- Usability Testing
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Gamification and Player-Centered Design

The gamification foundation for the Paleo App used the Player-centered Design
framework to help think about the game mechanics introduced to the user [14].
Gamification introduced on a serious game/app like Paleo should strike a balance
between fun and completing real-world user objectives. To accomplish that, lead-
erboard were introduced to incentivise competition with friends and connected-
ness. In addition, badges and a point system were introduced to incentivise players
towards progression and give them tangible proof of achieving long-time goals.
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Second Iteration

The qualitative feedback from the usability
testing session inspired a re-design of the
Paleo app that reflected a gamified and more
colorful experience. Usability errors identi-
fied during usability testing were fixed and
illustrations were added both on the main
interface and also on the widgets.

Paleo Widgets

For the widgets which are surfaced inside
social media apps, a little arrow was intro-
duced to the top right corner to indicate to
users that the element belongs to the Paleo
app and is part of the gamified experience.
Small indications of points to be earned were
also added to the CTAs to incentivize players
towards their goals.
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CONCLUSION

This pictorial has demonstrated the user-centered design
process for the creation of an application for improving the
relationship between humans and technology by adding fric-
tion to unethical attempts at manipulation, and giving users
the opportunity to overcome biases.

The literature review conducted helped the definition of the
problem uncovering the connection with the evolutionary
mismatch and the ways the human mind takes shortcuts to
help us navigate the world. Secondly, design thinking meth-
odology served as the base for the process that included user

To-do list

0 Add ltem
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Challenges
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Get started

research, discovery, problem definition, ideation, prototyping
and testing.

Considerations for the ethics of persuasion and the defini-
tion of the APA principles were essential to guide design
decisions. The breakdown of social media and search engine
elements helped understand and identify exactly where and
how those mechanics work in visual user interfaces - which
enabled the creation of widgets. To guide gamification ef-
forts, player-centered design was introduced to the project
through design iterations.

In the future, the Paleo App could be expanded to a broader
scope and include other ways users can protect themselves
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against unethical manipulation. Longitudinal data gathered
through diary studies would be beneficial to this work in the
future to bring real-time data in regards to user behaviour
and pain points. Further research is needed to establish the
efficacy of introducing friction to manipulative attempts for
users.

As novel technology gets introduced to more people, Al,
VR/AR and brain-computer interfaces could introduce new
challenges to users seeking to protect the exploitation of
their minds. Although this work proposes a design solution,
legislation and public awareness would be vital in tackling
the problem in a systematic way.
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